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September 1, 2005
Accompanying this letter is an exposure draft, approved by the Auditing Standards Board (ASB),
of a proposed Statement on Auditing Standards (SAS) entitled Communication of Internal Control
Related Matters Noted in an Audit. The proposed SAS amends the guidance in SAS No. 60
which bears the same title as this exposure draft (AICPA, Professional Standards, vol. 1, AU sec.
325).
This proposed standard would establish standards and provide guidance regarding the auditor’s
responsibility for communicating matters related to an entity’s internal control over financial
reporting in an audit of an entity's financial statements.
A summary of the significant provisions of the proposed SAS and how they amend SAS No. 60
accompanies this letter.
Also, accompanying this exposure draft is a document entitled “A Framework for Evaluating
Control Deficiencies,” designed to assist auditors in applying the proposed SAS by providing
guidance on evaluating the significance of control deficiencies in various situations. The document
is not a part of the proposed SAS; however, the ASB is seeking input from readers regarding
whether the document is helpful in applying the SAS, and whether it should be included as a
permanent appendix to the SAS.
Comments or suggestions on any aspect of this exposure draft will be appreciated. To facilitate
the ASB’s consideration of responses, comments should refer to specific paragraphs and should
include supporting reasons for each suggestion or comment.
In developing guidance, the ASB considers the relationship between the cost imposed and the
benefits reasonably expected to be derived from audits. It also considers the differences the
auditor may encounter in the audit of financial statements of small businesses and, when
appropriate, makes special provisions to meet those needs. Therefore, the ASB would particularly
appreciate comments on those matters.
Written comments on the exposure draft will become part of the public record of the AICPA and
will be available for public inspection at the offices of the AICPA after December 31, 2005, for one
year. Comments should be sent via the Internet to Sharon Macey, Audit and Attest Standards, at
smacey@aicpa.org and should be received no later than October 31, 2005.

Sincerely,

John A. Fogarty
Chair
Auditing Standards Board

Charles E. Landes
Vice President
Professional Standards and Services
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SUMMARY
WHY ISSUED
On March 18, 2003, the Auditing Standards Board (ASB) issued an exposure draft of a proposed
Statement on Auditing Standards (SAS) entitled Communication of Internal Control Related
Matters Noted in an Audit. After revising the proposed SAS for certain matters noted in comment
letters, the ASB, at its September 2003 meeting, determined that additional changes were
needed, including conforming changes to reflect certain definitions and related guidance in Public
Company Accounting Oversight Board (PCAOB) Auditing Standard No. 2, An Audit of Internal
Control Over Financial Reporting Performed in Conjunction With an Audit of Financial
Statements. At its December 14, 2004, meeting, the ASB recommended that the document be
reexposed for comment because of the significant changes made.
This proposed SAS, which bears the same title as the original exposure draft, is being issued to
enhance the auditor’s ability to identify and communicate to management and those charged with
governance significant deficiencies and material weaknesses in internal control identified in a
financial statement audit. The ASB believes that the proposed guidance will strengthen the quality
of auditor communications concerning internal control matters noted in a financial statement
audit.
WHAT IT DOES
The proposed SAS:
•

Recognizes that the body to whom internal control matters are communicated may take
different forms in nonissuer entities, for example, a board of directors, a committee of
management, or an owner in an owner-managed entity.

•

Uses the term those charged with governance to refer to the person(s) with responsibility
for overseeing the strategic direction of the entity, and the entity’s financial reporting and
disclosure process.

•

Incorporates the definitions of the terms control deficiency and material weakness used in
PCAOB Auditing Standard No. 2, and replaces the term reportable condition with the
term significant deficiency and its related definition in PCAOB Auditing Standard No. 2.

•

Requires the auditor to communicate, in writing, to management and those charged with
governance significant deficiencies and material weaknesses in internal control. (These
matters should be communicated even if they were previously communicated to these
parties in connection with previous audits.)

•

Provides guidance to the auditor in evaluating:
-

Deviations in the design or operation of controls and whether they constitute control
deficiencies.

-

The severity of control deficiencies, based on their nature, likelihood, and magnitude,
including whether misstatements or potential misstatements are “more than
inconsequential.”

•

Identifies specified control deficiencies that ordinarily would be considered at least
significant deficiencies.

•

Identifies specified circumstances that should be regarded as at least a significant
deficiency and a strong indicator of a material weakness.
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•

Requires the auditor, after concluding whether a control deficiency is a significant
deficiency or a material weakness, to consider whether “people with general business
knowledge and experience” would agree with the auditor’s conclusion.

•

Requires the auditor to communicate internal control matters to management and those
charged with governance no later than 60 days following the report release date (the date
on which the auditor grants permission for the client to use the auditor’s report in
connection with the financial statements).

•

Presents revised illustrative written communications for situations in which:

•

-

The auditor has identified significant deficiencies or material weaknesses.

-

The client requests a written communication from the auditor indicating that no
material weaknesses were identified in the audit of the financial statements.

-

The client requests a written communication from the auditor indicating that one or
more significant deficiencies were identified in the audit of the financial statements,
but none is deemed to be a material weakness.

Includes an appendix containing examples of circumstances that may be control
deficiencies, significant deficiencies, or material weaknesses.

HOW IT AFFECTS EXISTING STANDARDS
This proposed SAS supersedes SAS No. 60, Communication of Internal Control Related Matters
Noted in an Audit (AICPA, Professional Standards, vol. 1, AU sec. 325), as amended.
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PROPOSED STATEMENT ON AUDITING STANDARDS
COMMUNICATION OF INTERNAL CONTROL RELATED MATTERS
NOTED IN AN AUDIT
1. This Statement establishes standards and provides guidance for communicating matters
related to an entity's internal control over financial reporting1 observed during an audit of financial
statements.2 The internal control related matters specified by this Statement should be
communicated to management and those charged with governance. The term those charged with
governance refers to the person(s) with responsibility for overseeing (a) the strategic direction of
the entity and (b) the entity’s financial reporting and disclosure process. In most entities,
governance is a collective responsibility that may be carried out by a board of directors, a
committee of the board of directors (for example, an audit committee), management, a committee
of management (for example, a finance or budget committee), partners, or equivalent persons. In
some smaller entities, one person may be charged with governance, for example, the owner in an
owner-managed entity, or a sole trustee. Therefore, in some cases management and those
charged with governance are the same people.
CONTROL DEFICIENCIES
2. During the course of an audit, the auditor may become aware of control deficiencies through
the application of audit procedures or communications with management or others. A control
deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements3 on a timely basis. A deficiency in design exists when (a) a control necessary to
meet the control objective is missing or (b) an existing control is not properly designed so that,
even if the control operates as designed, the control objective is not always met. A deficiency in
operation exists when a properly designed control does not operate as designed or when the
person performing the control does not possess the necessary authority or qualifications to
perform the control effectively.
3. This Statement requires the auditor to communicate to management and those charged with
governance control deficiencies of which the auditor becomes aware that, in the auditor’s
judgment, constitute significant deficiencies or material weaknesses. A significant deficiency is a
control deficiency, or combination of control deficiencies, that adversely affects the entity’s ability
to initiate, authorize, record, process, or report financial data reliably in accordance with generally
accepted accounting principles4 such that there is more than a remote likelihood5 that a
1

Throughout this Statement, the term internal control refers to internal control over financial reporting.
The auditor’s responsibility for communicating matters related to an entity’s internal control observed
during an audit of the entity’s financial statements is not the same as the practitioner’s responsibility for
reporting on the effectiveness of an entity’s internal control over financial reporting in an attestation
engagement performed under Chapter 5, “Reporting on an Entity’s Internal Control Over Financial
Reporting,” of Statement on Standards for Attestation Engagements (SSAE) No. 10, Attestation Standards:
Revision and Recodification (AICPA, Professional Standards, vol. 1, AT sec. 501). For purposes of this
Statement, the term financial statements refers to the financial statements being audited.
3
Misstatements may be caused by error or fraud.
4
This also is applicable to reporting financial data in accordance with a comprehensive basis of accounting
other than generally accepted accounting principles as defined in Statement on Auditing Standards (SAS)
No. 62, Special Reports (AICPA, Professional Standards, vol. 1, AU sec. 623.04), as amended.
5
The term remote likelihood as used in the definitions of the terms significant deficiency and material
weakness in paragraph 3 has the same meaning as the term remote as used in Financial Accounting
Standards Board (FASB) Statement of Financial Accounting Standards No. 5, Accounting for Contingencies.
Paragraph 3 of FASB Statement No. 5 states:
2

When a loss contingency exists, the likelihood that the future event or events will confirm the
loss or impairment of an asset or the incurrence of a liability can range from probable to
remote. This Statement uses the terms probable, reasonably possible, and remote to identify
three areas within that range, as follows:
a.

Probable. The future event or events are likely to occur.
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misstatement of the entity’s financial statements that is more than inconsequential will not be
prevented or detected. Significant deficiencies may involve one or more of the following five
internal control components:6 (a) the control environment, (b) risk assessment, (c) control
activities, (d) information and communication, and (e) monitoring. A material weakness is a
significant deficiency, or combination of significant deficiencies, that results in more than a remote
likelihood that a material misstatement of the financial statements will not be prevented or
detected.
4. A misstatement is inconsequential if a reasonable person would conclude, after considering
the possibility of further undetected misstatements, that the misstatement, either individually or
when aggregated with other misstatements, would clearly be immaterial to the financial
statements. If a reasonable person would not reach such a conclusion regarding a particular
misstatement, that misstatement is more than inconsequential. For example, a potential
misstatement of less than 20 percent of overall financial statement materiality, absent other
factors, may be considered inconsequential. However, a potential misstatement that is less than
20 percent of overall materiality may be considered more than inconsequential as a result of
qualitative factors. The phrase “more than inconsequential” as used in the definition of significant
deficiency describes the magnitude of potential misstatements that might occur as a result of a
significant deficiency and serves as a threshold for evaluating whether a control deficiency or
combination of control deficiencies is a significant deficiency. Inconsequential in this context is not
the same concept as the threshold the auditor establishes in an audit of financial statements for
accumulating uncorrected likely misstatements to determine whether such misstatements, either
individually or when aggregated with other misstatements, are material to the financial
statements. (See footnote 14 of paragraph 43 in SAS No. XXX, Audit Risk and Materiality in
Conducting an Audit.)∗
IDENTIFYING SIGNIFICANT DEFICIENCIES
5. The auditor's objective in an audit of financial statements is to form an opinion on the entity's
financial statements taken as a whole and not to identify deficiencies in internal control. The
auditor is not required to perform procedures to identify all deficiencies in internal control.
However, during the course of the audit, the auditor may become aware of control deficiencies
through obtaining the required understanding of internal control; considering the components of
internal control; performing procedures pursuant to SAS No. 99, Consideration of Fraud in a
Financial Statement Audit (AICPA, Professional Standards, vol. 1, AU sec. 316); applying audit
procedures to balances and transactions; or otherwise, for example, through communications
with management, internal auditors, or governmental authorities. The auditor's awareness of
control deficiencies varies with each audit and is influenced by the nature, timing, and extent of
audit procedures performed and other factors. The auditor evaluates identified control
deficiencies and determines whether the deficiencies, individually or in combination, are
significant deficiencies or material weaknesses. The evaluation of the significance of a deficiency
in internal control depends on the potential for misstatement, not on whether a misstatement
actually has occurred.
6. Likelihood and magnitude should be considered together when assessing the severity of a
deficiency. In making the judgment about which control deficiencies are significant deficiencies,
b.
c.

Reasonably possible. The chance of the future event or events occurring is
more than remote but less than likely.
Remote. The chance of the future events or events occurring is slight.

Therefore, the likelihood of an event is "more than remote" when it is either reasonably possible or
probable.
6

SAS No. 55, Consideration of Internal Control in a Financial Statement Audit (AICPA, Professional
Standards, vol. 1, AU sec. 319), as amended, contains the definition of the term components of internal
control as well as additional key definitions related to internal control.
∗

SASs denoted with the number XXX currently are being exposed for comment and will be assigned an
actual number upon issuance.
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the auditor should consider various factors relating to the entity, such as its complexity, the
diversity of its activities, and its organizational structure. Professional judgment is required to
evaluate whether control deficiencies, individually or in combination, are significant deficiencies.
The following are examples of factors the auditor should consider in making this evaluation:
•

The likelihood that the control deficiency, or combination of control deficiencies, could
result in a misstatement. The following are examples of control deficiencies and how their
likelihood might be considered:
-

Failure to obtain required authorization for a valid disbursement. (In this case, the
auditor considers the likelihood of misstatement that could result from recording an
unauthorized disbursement.)

-

A deficiency identified as a result of a financial statement misstatement. (In this case,
the likelihood of misstatement is more than remote and the auditor should consider
the potential for misstatement beyond the identified misstatement.)

•

The magnitude of potential misstatements resulting from the control deficiency. When
evaluating the magnitude of a potential misstatement resulting from a control deficiency,
the auditor should consider the volume of activity in the account balance or class of
transactions that occurred in the period being audited that would be exposed to the
deficiency. The auditor also should consider complementary,7, redundant,8, or
compensating controls.9 For example, an owner-managed entity does not segregate
duties within the accounts payable function. As a compensating control, the owner
reviews the supporting documentation for all disbursements exceeding $1,000. The
auditor would evaluate the effect of this compensating control and determine whether it
operates effectively for the purpose of mitigating the effects of the control deficiency in
the accounts payable function (the lack of segregation of duties).

•

The nature of the financial statement accounts, classes of transactions, disclosures, and
assertions affected by the control deficiency.

7. In an engagement in which the auditor has decided to test the operating effectiveness of
controls, the auditor may encounter deviations in the operation of controls. A control with an
observed nonnegligible deviation rate is not an effective control. For example, if the auditor
designs a test in which he or she selects a sample of 25 items and expects no deviations, the
finding of one deviation would be considered a nonnegligible deviation rate because, based on
the results of the auditor’s test of the sample, the desired level of confidence has not been
obtained. When evaluating the reason for the deviation, the auditor should consider whether the
control is automated (in the presence of effective information technology general controls, an
automated application control is expected to perform as designed), the degree of intervention by
entity personnel contributing to the deviation and, if management was aware of the deviation, its
actions in response to the matter. However, regardless of the reason for the deviation, numerous
or repeated instances of the deviation may constitute a significant deficiency.
8. Control deficiencies in the following areas ordinarily would be considered at least significant
deficiencies because of the qualitative and quantitative effects they would have on internal
control.
•

Controls over the selection and application of accounting policies that are in conformity
with generally accepted accounting principles

•

Antifraud programs and controls

7

Complementary controls function together to achieve the same control objective.
Each redundant control independently achieves the same control objective.
9
Compensating controls operate at a level of precision that would result in the prevention or detection of a
misstatement that is more than inconsequential or material, as applicable, to the financial statements or the
relevant financial component. The level of precision should be established considering the possibility of
further undetected misstatements.
8
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•

Controls over nonroutine and nonsystematic transactions

•

Controls over the period-end financial reporting process, including controls over
procedures used to enter transaction totals into the general ledger; initiate, authorize,
record, and process journal entries into the general ledger; and record recurring and
nonrecurring adjustments to the financial statements

See the Appendix of this Statement for examples of circumstances that may be control
deficiencies, significant deficiencies, or material weaknesses.
9. If, after evaluating the magnitude and likelihood of the deficiency, the auditor concludes that
the deficiency is only a deficiency, rather than a significant deficiency, the auditor should consider
whether people with general business knowledge and experience would agree with that
conclusion, considering:
•

The magnitude of the deficiency.

•

Other controls that achieve the same control objective.

•

Compensating controls that limit the magnitude of the potential misstatement to
inconsequential.

10. Also, when evaluating the significance of a deficiency, the auditor should consider the level of
detail and degree of assurance that would satisfy people with general business knowledge and
experience for them to have reasonable assurance that transactions are recorded as necessary
to permit the preparation of financial statements in conformity with generally accepted accounting
principles. If the auditor determines that the deficiency would prevent people with general
business knowledge and experience from concluding that they have reasonable assurance, the
auditor should deem the deficiency to be at least a significant deficiency. Having determined in
this manner that a deficiency represents a significant deficiency, the auditor should further
evaluate the deficiency to determine whether individually, or in combination with other
deficiencies, the deficiency is a material weakness, as described in paragraphs 12 through 15.
11. The auditor should evaluate deficiencies individually and in the aggregate by significant
account balance, disclosure, and component of internal control to determine whether they
collectively result in significant deficiencies that should be communicated to management and
those charged with governance. The existence of multiple control deficiencies that have a
common feature or attribute (for example, deficiencies that affect a specific account balance,
class of transactions, component of internal control, assertion, or location or business unit)
increases the likelihood of misstatement and may constitute a significant deficiency, even though
such deficiencies are individually insignificant.
IDENTIFYING MATERIAL WEAKNESSES
12. Evaluating whether a significant deficiency, individually or in the aggregate, constitutes a
material weakness is a subjective process that depends on:
•

The potential impact of the significant deficiency on the financial statement amounts or
transactions, disclosures, and assertions that could be affected by the significant
deficiency.

•

The overall control environment.

•

The existence and effectiveness of other controls.

The absence of identified misstatements is not evidence for concluding that observed control
deficiencies do not constitute significant deficiencies or material weaknesses.
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13. Each of the following circumstances should be regarded as at least a significant deficiency
and a strong indicator that a material weakness in internal control over financial reporting exists:
•

Ineffective oversight of the entity’s internal control over financial reporting by those
charged with governance, or ineffective overall governance structure.

•

Restatement of previously issued financial statements to reflect the correction of a
material misstatement. (The correction of a misstatement includes misstatements due to
error or fraud; it does not include restatements to reflect a change in accounting principle
to comply with a new accounting principle or a voluntary change from one generally
accepted accounting principle to another generally accepted accounting principle.)

•

Identification by the auditor of a material misstatement in financial statements for the
period under audit that was not initially identified by the entity’s internal control.10 (This is
a strong indicator of a material weakness even if management subsequently corrects the
misstatement.)

•

An ineffective internal audit function or risk assessment function at an entity for which
such functions are important to the monitoring or risk assessment component11 of internal
control, such as for a very large or highly complex entity.

•

For complex entities in highly regulated industries, an ineffective regulatory compliance
function. (This relates solely to those aspects of the ineffective regulatory compliance
function for which associated violations of laws and regulations could have a material
effect on the reliability of financial reporting. In these circumstances, the auditor should
determine whether the entity has controls in place to monitor the impact on the financial
statements of laws and regulations relevant to the conduct of the entity’s business, and
should evaluate the severity of the absence of such controls based on the entity’s
potential to misstate obligations that may arise from such laws or regulations.)

•

Identification of fraud of any magnitude on the part of senior management. (The auditor
has a responsibility to plan and perform procedures to obtain reasonable assurance that
material misstatement caused by fraud is detected by the auditor.12 However, for the
purposes of evaluating and communicating deficiencies in internal control, the auditor
should evaluate fraud of any magnitude, including fraud resulting in immaterial
misstatements on the part of senior management, of which he or she is aware, as at least
a significant deficiency.)

•

Failure by management or those charged with governance to assess the effect of a
significant deficiency that has been communicated to management and those charged
with governance and failure to either correct it or conclude that it will not be corrected. If
management decides not to correct a significant deficiency, for example, because of
cost/benefit considerations, the significant deficiency should continue to be
communicated in subsequent audits.

•

An ineffective control environment. Control deficiencies in various other components of
internal control13 could lead the auditor to conclude that a significant deficiency or
material weakness exists in the control environment.

10
This would include matters involving estimation and judgment for which the auditor identifies potential
material adjustments and corrections of the recorded amounts.
11
As stated in paragraph 3 of this Statement, and in SAS No. 55 (AU sec. 319.07), internal control consists
of the following five interrelated components: control environment, risk assessment, control activities,
information and communication, and monitoring.
12
SAS No. 99, Consideration of Fraud in a Financial Statement Audit (AICPA, Professional Standards, vol.
1, AU sec. 316), provides guidance on the auditor’s responsibilities for planning and performing the audit to
obtain reasonable assurance about whether the financial statements are free of material misstatement
whether caused by error or fraud.
13
The other four components of internal control in which control deficiencies might exist are risk
assessment, control activities, information and communication, and monitoring. See SAS No. 55 (AU sec.
319.07).
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See the Appendix of this Statement for examples of circumstances that may be control
deficiencies, significant deficiencies, or material weaknesses.
14. If, after evaluating the magnitude and likelihood of the significant deficiency, the auditor
concludes that the significant deficiency is only a significant deficiency, rather than a material
weakness, the auditor should consider whether people with general business knowledge and
experience would agree with that conclusion, considering:
•

The magnitude of the significant deficiency.

•

The nature of the significant deficiency (for example, if the deficiency would enable fraud
or deliberate misstatement).

•

Whether there are compensating or other controls that limit the magnitude of the
misstatement.

•

Whether the likelihood of a material misstatement is remote.

15. The auditor should evaluate significant deficiencies individually and in the aggregate by
significant account balance, disclosure, and component of internal control to determine whether
they collectively result in a material weakness that should be communicated to management and
those charged with governance. The existence of multiple significant deficiencies that have a
common feature or attribute (for example, significant deficiencies that affect a specific account
balance, class of transactions, component of internal control, assertion, or location or business
unit) increases the likelihood of misstatement and may constitute a material weakness, even
though the individual deficiencies are deemed significant deficiencies.
OTHER INTERNAL CONTROL MATTERS
16. When making arrangements for, or during the audit, the auditor and client may discuss the
entity’s internal control and concerns regarding its functioning. A client may request, for example,
that the auditor:
•

Be alert to and communicate internal control matters that are not required to be
communicated by this Statement, such as matters related to operational or administrative
efficiencies.

•

Further investigate matters, and identify and communicate underlying causes.

•

Communicate other items of potential benefit to the entity.

Under these arrangements, it is possible that the auditor may be asked to visit specific locations,
assess specific controls, or undertake specific procedures not otherwise planned. Also, the
auditor is not precluded from communicating matters that he or she views to be of value to
management in the absence of any specific request to do so.
COMMUNICATION—FORM AND CONTENT
17. Control deficiencies noted by the auditor that are considered to be significant deficiencies or
material weaknesses under this Statement should be communicated in writing to management
and those charged with governance as a part of each audit, even if they previously have been
communicated to these parties in connection with previous audits.14 Such written communication

14

In lieu of communicating the significant deficiencies or material weaknesses previously communicated, the
auditor may refer to previously issued written communications that describe the significant deficiencies or
material weaknesses that have not yet been resolved.
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is best made by the delivery date of the auditor’s report on the audited financial statements, but
should be made no later than 60 days following the report release date.15
18. For some matters, early communication may be important; accordingly, the auditor may
communicate known significant deficiencies and material weaknesses to management and
possibly those charged with governance during the audit. If communication is made during the
audit, the form of interim communication would be affected by the relative significance of the
deficiencies noted and the urgency of corrective follow-up action.
19. Other matters related to internal control, for example, control deficiencies that are not
significant, and recommendations for improving controls may be communicated either orally or in
writing. If information is communicated orally, the auditor should document the communication.
20. The written communication regarding an entity's internal control observed during an audit of
financial statements should:
•

State that the purpose of the audit was to express an opinion on the financial statements,
but not to express an opinion on the effectiveness of the entity’s internal control over
financial reporting.16

•

State that the auditor is not expressing an opinion on the effectiveness of internal control.

•

Include the definition of the terms significant deficiencies and, where relevant, material
weaknesses.

•

Identify the matters that are considered to be significant deficiencies and, if applicable,
those that are considered to be material weaknesses.

•

State that the communication is intended solely for the information and use of
management, those charged with governance, and others within the organization and is
not intended to be and should not be used by anyone other than these specified parties.
When there are requirements established by governmental authorities to furnish such
communications, specific reference to such governmental authorities may be made.

21. The existence of significant deficiencies or material weaknesses may already be known to
management and may represent a conscious decision by management and/or those charged with
governance to accept that degree of risk because of cost or other considerations. Management is
responsible for making decisions concerning costs to be incurred and related benefits. The
auditor is responsible for communicating significant deficiencies and material weaknesses,
regardless of management’s decisions.
22. The following is an illustration of a written communication encompassing the requirements in
paragraph 20.
In planning and performing our audit of the financial statements of ABC Company as
of and for the year ended December 31, 20XX, in accordance with auditing
standards generally accepted in the United States of America, we considered ABC
Company’s internal control over financial reporting (internal control) as a basis for
designing our auditing procedures for the purpose of expressing our opinion on the
financial statements, but not for the purpose of expressing an opinion on the
effectiveness of the Company’s internal control. Accordingly, we express no such
opinion.
Our consideration of internal control was for the limited purpose described in the
preceding paragraph and would not necessarily disclose all deficiencies in internal
15

SAS No. XXX, Audit Documentation (AICPA, Professional Standards, vol. 1, AU sec. 339.23), defines the
term report-release date as the date the auditor grants the entity permission to use the auditor’s report in
connection with the financial statements.
16
Chapter 5 of SSAE No. 10 provides guidance to a practitioner reporting on the effectiveness of an entity’s
internal control over financial reporting.
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control that might be significant deficiencies or material weaknesses. However, as
discussed below, we noted certain deficiencies in internal control that we consider to
be significant deficiencies [and other deficiencies that we consider to be material
weaknesses].
A control deficiency exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A significant
deficiency is a control deficiency, or combination of control deficiencies, that
adversely affects the entity’s ability to initiate, authorize, record, process, or report
financial data reliably in accordance with generally accepted accounting principles
such that there is more than a remote likelihood that a misstatement of the entity’s
financial statements that is more than inconsequential will not be prevented or
detected by the entity’s internal control.
[A material weakness is a significant deficiency, or combination of significant
deficiencies, that results in more than a remote likelihood that a material
misstatement of the financial statements will not be prevented or detected by the
entity’s internal control. We believe that the following deficiencies constitute material
weaknesses.]
[Include a paragraph describing the material weaknesses noted.]
We consider the following deficiencies to be significant deficiencies in internal
control.
[Include a paragraph describing the significant deficiencies noted.]
This communication is intended solely for the information and use of management,
those charged with governance (for example, the entity’s board of directors, board of
trustees, or owners in an owner-managed entity), others within the organization, and
[identify any specified governmental authorities] and is not intended to be and
should not be used by anyone other than these specified parties.
23. In some circumstances, the auditor may wish to include additional statements in the
communication regarding the general inherent limitations of internal control, including
management override of controls, or the specific nature and extent of the auditor’s consideration
of internal control during the audit.
24. A client may ask the auditor to issue a communication, to be submitted by the client to
governmental authorities, indicating that no material weaknesses were identified in the audit of
the financial statements. The following is an illustrative communication that may be used when
the auditor has not identified any material weaknesses and wishes, or has been requested, to
advise management and those charged with governance that no material weaknesses have been
identified.17
In planning and performing our audit of the financial statements of ABC Company as
of and for the year ended December 31, 20XX, in accordance with auditing
standards generally accepted in the United States of America, we considered ABC
Company’s internal control over financial reporting (internal control) as a basis for
designing our auditing procedures for the purpose of expressing our opinion on the
financial statements, but not for the purpose of expressing an opinion on the
effectiveness of the Company’s internal control. Accordingly, we express no such
opinion.

17

If an examination of internal control under Chapter 5 of SSAE No. 10 (AT sec. 501) was performed for the
same period or “as of” date as the audit of the financial statements, and the practitioner identified material
weaknesses during the AT 501 engagement, the issuance of a report indicating that no material
weaknesses had been identified during the audit of the financial statements would not be appropriate.

14

A control deficiency exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A significant
deficiency is a control deficiency, or combination of control deficiencies, that
adversely affects the entity’s ability to initiate, authorize, record, process, or report
financial data reliably in accordance with generally accepted accounting principles
such that there is more than a remote likelihood that a misstatement of the entity’s
financial statements that is more than inconsequential will not be prevented or
detected by the entity’s internal control.
A material weakness is a significant deficiency, or combination of significant
deficiencies, that results in more than a remote likelihood that a material
misstatement of the financial statements will not be prevented or detected by the
entity’s internal control.
Our consideration of internal control was for the limited purpose described in the first
paragraph and would not necessarily disclose all deficiencies in internal control that
might be significant deficiencies or material weaknesses. However, we noted no
deficiencies in internal control that we consider to be material weaknesses as
defined above.
This communication is intended solely for the information and use of management,
those charged with governance (for example, the entity’s board of directors, board of
trustees, or owners in an owner-managed entity), others within the organization, and
[identify any specified governmental authorities] and is not intended to be and
should not be used by anyone other than these specified parties.
25. The following is an illustrative written communication that may be used to advise
management and those charged with governance in writing that one or more significant
deficiencies have been identified, but none is deemed to be a material weakness.
In planning and performing our audit of the financial statements of ABC Company as
of and for the year ended December 31, 20XX, in accordance with auditing
standards generally accepted in the United States of America, we considered ABC
Company’s internal control over financial reporting (internal control) as a basis for
designing our auditing procedures for the purpose of expressing our opinion on the
financial statements, but not for the purpose of expressing an opinion on the
effectiveness of the Company’s internal control. Accordingly, we express no such
opinion.
Our consideration of internal control was for the limited purpose described in the
preceding paragraph and would not necessarily disclose all deficiencies in internal
control that might be significant deficiencies or material weaknesses. However, as
discussed below, we noted certain deficiencies in internal control that we consider to
be significant deficiencies.
A control deficiency exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A significant
deficiency is a control deficiency or combination of control deficiencies, that
adversely affects the entity’s ability to initiate, authorize, record, process, or report
financial data reliably in accordance with generally accepted accounting principles
such that there is more than a remote likelihood that a misstatement of the
company’s financial statements that is more than inconsequential will not be
prevented or detected by the entity’s internal control.
[Include a paragraph describing the significant deficiencies noted.]
A material weakness is a significant deficiency, or combination of significant
deficiencies, that results in more than a remote likelihood that a material
15

misstatement of the financial statements will not be prevented or detected by the
entity’s internal control. We do not believe that any of the significant deficiencies or
combination of significant deficiencies described above constitute a material
weakness.
This communication is intended solely for the information and use of management,
those charged with governance (for example, the entity’s board of directors, board of
trustees, or owners in an owner-managed entity), others within the organization, and
[any specified governmental authorities] and is not intended to be and should not be
used by anyone other than these specified parties.
26. Because of the potential for misinterpretation of the limited degree of assurance associated
with the auditor issuing a written communication representing that no significant deficiencies were
noted during an audit, the auditor should not issue such representations.
EFFECTIVE DATE
27. This Statement is effective for audits of financial statements for periods ending on or after
December 15, 2006.
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APPENDIX
Examples of Circumstances That May Be Control Deficiencies, Significant Deficiencies, or
Material Weaknesses
Paragraph 8 of this Statement identifies circumstances that are considered at least significant
deficiencies, and paragraph 13 identifies circumstances that should be regarded as at least a
significant deficiency and a strong indicator of a material weakness. The following are examples
of circumstances that may be control deficiencies of some magnitude. Auditor judgment is
required to evaluate such deficiencies in the context of the entity and the environment in which
the entity operates. Certain of these control deficiencies also may require communications under
the provisions of other statements on auditing standards.
Deficiencies in the design of controls
•

Inadequate design of internal control over the preparation of the financial statements
being audited.

•

Inadequate design of internal control over a significant account or process.

•

Inadequate documentation of the components of internal control.

•

Insufficient control consciousness within the organization.

•

Absent or inadequate segregation of duties within a significant account or process.

•

Absent or inadequate controls over the safeguarding of assets needed for internal control
over financial reporting.

•

Flaws in the design of information technology (IT) general and application controls that
prevent the information system from providing complete and accurate information
consistent with financial reporting objectives and current needs.

•

Employees or management who lack the qualifications and training to fulfill their assigned
functions, for example, the corporate controller is unable to apply generally accepted
accounting principles in recording the entity’s financial transactions or preparing its
financial statements.

•

Inadequate design of monitoring controls that assess the design and operating
effectiveness of the entity’s internal control over time.

Failures in the operation of internal control
•

Failure in the operation of properly designed controls within a significant account or
process, for example, the failure of a control such as dual authorization for significant
disbursements within the purchasing process.

•

Failure of the information and communication component of internal control to provide
complete and accurate output because of deficiencies in timeliness, completeness, or
accuracy, for example, the failure to obtain timely and accurate consolidating information
from remote locations that is needed to prepare the financial statements.

•

Failure of controls designed to safeguard assets from loss, damage, or misappropriation.
For example, a company uses security devices to safeguard its inventory (preventive
controls) and also performs periodic physical inventory counts (detective control) timely in
relation to its financial reporting. Although the physical inventory count does not
safeguard the inventory from theft or loss, it prevents a material misstatement to the
financial statements if performed effectively and timely.
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•

Failure to perform reconciliations of significant accounts, for example, accounts
receivable subsidiary ledgers are not reconciled to the general ledger account in a timely
or accurate manner.

•

Undue bias or lack of objectivity by those responsible for accounting decisions, for
example, consistent underaccruals of expenses or overstatement of allowances at the
direction of management.

•

Misrepresentation by client personnel to the auditor (an indicator of fraud).

•

Management override of controls that would enable the entity to prepare financial
statements in accordance with generally accepted accounting principles.

•

Failure of an application control caused by a deficiency in the design or operation of an IT
general control.
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A Framework for Evaluating Control Deficiencies
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Introduction and Purpose
This paper presents a possible framework for evaluating control deficiencies1 when applying
SAS No. XXX,∗ Communication of Internal Control Related Matters Noted in an Audit, in an audit
of the financial statements of a nonissuer. The objective of the framework is to assist auditors in
evaluating control deficiencies in a consistent manner; however, use of the framework requires
considerable judgment. The mere mechanical application of this framework will not necessarily, in
and of itself, lead to an appropriate conclusion. Because of the need to apply judgment and to
consider and weigh quantitative and qualitative factors, different individuals evaluating similar fact
patterns may reach different conclusions.

Guiding Principles
The evaluation of individual exceptions and deficiencies is an iterative process. Although this
framework may appear to depict the evaluation process as a linear one, it may be appropriate, at
any point in the process, to return to and reconsider any previous step based on new information.
In applying the framework, the following information should be considered in determining which
chart(s) to use for evaluating individual exceptions and deficiencies:
•

Chart 1 is used to evaluate and determine whether an exception identified in performing
tests of operating effectiveness represents a control deficiency.

•

Chart 2 is used to evaluate and classify control deficiencies in manual or automated
controls that are directly related to achieving relevant financial statement assertions. It
also may be used to evaluate information technology general control (ITGC)
deficiencies and deficiencies in other pervasive controls by following the guidance in the
sections of this framework titled “Evaluating Information Technology General Control
Deficiencies,” and ”Evaluating Control Deficiencies in Pervasive Controls Other Than
Information Technology General Controls.”

After evaluating and classifying individual deficiencies, consideration should be given to the
aggregation of the deficiencies using the guidance in the section of the framework titled
“Considering and Evaluating Deficiencies in the Aggregate.”

Evaluating Exceptions Identified in Tests of Operating Effectiveness
(Chart 1)
General
When performing an audit in accordance with generally accepted auditing standards, the auditor
often becomes aware, through the performance of substantive tests or through test of controls, of
exceptions that indicate a possible misstatement of amounts or disclosures. These exceptions
are considered by the auditor in determining whether an audit adjustment should be proposed
and whether the exception represents a control deficiency.
Through the auditor’s understanding of internal control over financial reporting necessary to plan
and perform the audit, the auditor may detect weaknesses in the design of internal controls
(controls). Weaknesses in the design of a relevant and important control generally are evaluated
by starting with Chart 2 of this framework. The existence of a design weakness, in and of itself,
often is sufficient to conclude that there is more than a remote likelihood that the control will not
1

Words defined in the section of this framework titled “Terminology,” are set in boldface type the first time
they appear.
∗
The SAS that would supersede SAS No. 60, Communication of Internal Control Related Matters Noted in
an Audit (AICPA, Professional Standards, vol. 1 AU sec. 325), is denoted with the number XXX because it
currently is being exposed for comment; it will be assigned an actual number upon issuance.
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be effective. The results of any tests, or the absence of a substantive misstatement of amounts
would not modify this conclusion.
In some audits, the auditor may decide to test the operating effectiveness of certain controls for
the purpose of reducing control risk to less than maximum. Tests of controls generally are
performed on controls that relate to significant processes and major classes of transactions for
relevant financial statement assertions related to significant accounts and disclosures. Therefore,
the underlying assumption is that all exceptions or deficiencies resulting from these tests or from
other auditing procedures should be evaluated because they relate to accounts and disclosures
that are material to the financial statements taken as a whole.
The purpose of performing tests of controls is to obtain a level of assurance that controls are
operating effectively so that control risk can be assessed at a level less than maximum.
Therefore, the size of the samples used to test controls should provide the level of assurance
desired by the auditor. For example, if samples are selected using a statistical approach, sample
sizes for frequently operating manual controls that result in less than a 90 percent level of
confidence that the upper limit deviation rate does not exceed 10 percent, typically would not
enable the auditor to assess control risk as low. (Refer to the AICPA Audit Guide Audit
Sampling). However, moderate reliance on controls may warrant a smaller sample size.
The magnitude of a control deficiency (a deficiency, significant deficiency, or material
weakness) is evaluated based on the effect of known and/or potential misstatements on the
financial statements or the relevant financial component.
Although some of the concepts discussed in this framework relate to statistical sampling, the
framework does not require the use of statistical sampling. A statistical sample (1) is selected on
a random or other basis that results in a sample that is representative of the population and (2) is
evaluated statistically. For tests of controls, it may be impractical to select random samples;
however, the samples should be selected in an unbiased manner.
In the following text, box numbers are used to refer to the specified boxes in the applicable
flowcharts. For example, the box numbers in the following section refer to the boxes in Chart 1,
“Evaluating Exceptions Identified in Tests of Operating Effectiveness.”
Box 1. All exceptions should be evaluated quantitatively and qualitatively. A thorough
understanding of the cause of the exception is important in evaluating whether a test exception
represents a control deficiency. This evaluation should consider the potential implications of the
exception on the effectiveness of other controls, for example, on the entity’s ITGCs and other
components of internal control.2
The following factors should be considered when concluding whether a test objective has been
met:
•

The deviation rate in relation to the frequency with which the control is performed. (For
example, if no additional testing is performed, there is a presumption that an exception in
a control that operates less frequently than daily is a control deficiency.)

•

Qualitative factors, including exceptions that are systematic and recurring or that relate to
factors that generally indicate the existence of a significant deficiency or a material
weakness.

•

Whether the exception is known to have resulted in a financial statement misstatement.
(For example, there is a presumption that an exception that results in a financial
statement misstatement, in excess of the level of precision at which the control is
designed to operate, is a control deficiency.)

2

Statement on Auditing Standards No. 55, Consideration of Internal Control in a Financial Statement Audit
(AICPA, Professional Standards, vol. 1, AU sec. 319.07), states that internal control consists of the following
five interrelated components: control environment, risk assessment, control activities, information and
communication, and monitoring.
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A control objective may be achieved by a single control or a combination of controls. A test of
controls may be designed to test a single control that independently achieves the control
objective or a number of individual controls that jointly achieve the control objective.
Box 2. If the test objective has not been met, consideration should be given to whether additional
testing could support a conclusion that the observed deviation rate is not representative of the
total population. For example, if observed exceptions result in a nonnegligible deviation rate, the
test objective initially has not been met. In a test designed to allow for one or more deviations, the
test objective has not been met if the actual number of identified deviations exceeds the number
of deviations allowed for in the sampling plan.
Box 3. If the test objective initially has not been met and the observed exceptions and resulting
nonnegligible deviation rate are not believed to be representative of the population (for example,
because of sampling error), the testing may be extended and reevaluated. The sample size for
the extended testing should be at least the size of the initial sample. If the test objective initially
has not been met, and the observed exceptions and resulting nonnegligible deviation rate are
believed to be representative of the population, the exceptions are considered to be a control
deficiency and the significance of the deficiency is evaluated.

Evaluating the Severity of Control Deficiencies (Chart 2)
Step 1. Determine whether a significant deficiency exists:
Box 1. When evaluating deficiencies, potential magnitude (inconsequential, more than
inconsequential, or material) is based on the potential effect of the deficiency on the financial
statements or relevant financial component. A potential magnitude of a misstatement of the
financial statements or relevant financial component that is equal to or less than inconsequential
results in the deficient control being classified as only a deficiency, absent the existence of any
qualitative factors. The potential magnitude of a misstatement may be based on gross exposure,
adjusted exposure, or other appropriate measures of the likelihood of misstatement.
Boxes 2 and 3. If there are controls that effectively mitigate a control deficiency, the deficiency is
classified as only a deficiency, absent the existence of any qualitative factors that generally
indicate the existence of a significant deficiency or a material weakness. Such controls include:
•

Compensating controls that operate at a level of precision that would result in the
prevention or detection of a more than inconsequential misstatement of the financial
statements or relevant financial component. The level of precision should be established
considering the possibility of further undetected misstatements.

•

Complementary controls that function together to achieve the same control objective.

•

Redundant controls that each independently achieve the same control objective.

Boxes 1, 2, and 3 of Chart 2 each should be considered separately. Adjusted exposure should
not be reduced by the quantitative effect of the compensating, complementary, or redundant
controls.
Box 3. An unmitigated deficient control that fails to meet a control objective related to a significant
account or disclosure generally results in a more than remote likelihood of a more than
inconsequential misstatement of the financial statements or relevant financial component and,
therefore, is at least a significant deficiency.
Step 2. Determine whether a material weakness exists:
Box 4. The potential magnitude of a misstatement of the financial statements or relevant financial
component that is less than material results in the deficient control being classified as only a
significant deficiency, absent any qualitative factors that generally indicate the existence of a
23

significant deficiency or a material weakness. Potential magnitude may be based on gross
exposure, adjusted exposure, or other appropriate measures of the likelihood of misstatement.
Box 5. Compensating controls that operate at a level of precision that would result in the
prevention or detection of a material misstatement of the financial statements or relevant financial
component may support a conclusion that the deficiency is not a material weakness.
Box 6. The following are some of the factors that should be considered in evaluating likelihood
and magnitude of process/transaction level deficiencies:
•

The nature of the financial statement accounts, disclosures, and assertions, for example,
suspense accounts and related party transactions entail increased risk.

•

The susceptibility of the related assets or liabilities to loss or fraud; greater susceptibility
increases risk.

•

The subjectivity or complexity of the amounts involved, and the extent of judgment
required to ascertain these amounts; greater subjectivity, complexity, or extent of
judgment required increases risk, for example, when developing an accounting estimate.

•

The cause and frequency of known or detected exceptions in the operating effectiveness
of a control, for example, a control with an observed nonnegligible deviation rate is
considered a deficiency.

•

The interaction or relationship of the control with other controls; that is, the
interdependence or redundancy of controls.

•

The possible future consequences of the deficiency.

•

An indication of increased risk evidenced by a history of misstatements, including
misstatements identified in the current year.

•

The adjusted exposure in relation to overall materiality.

This framework recognizes that in evaluating deficiencies, the probability of misstatement might
be different for the maximum possible amount of misstatement than it would be for lower possible
amounts.
As a result of this additional evaluation, a determination is made as to whether the likelihood of a
material misstatement of the financial statements or the relevant financial component is remote.
In extremely rare circumstances, this additional evaluation could result in a judgment that there is
a remote likelihood of a more than inconsequential misstatement of the financial statements.
Boxes 7 and 8. When determining the classification of a deficiency, consider whether people with
general business knowledge and experience would concur with the assessment.

Additional Considerations Related to Identified Misstatements
A greater than de minimis misstatement of the financial statements or the relevant financial
component, identified by management or the auditor as a result of tests of controls or substantive
tests, ordinarily is indicative of a deficiency in the design and/or operating effectiveness of a
control. Design and/or operating deficiencies that failed to prevent or detect the misstatement
should be identified and evaluated using Chart 2, “Evaluating the Severity of Control
Deficiencies,” and the following principles:
•

A known or likely misstatement (including a projected misstatement) that is
inconsequential to the financial statements or relevant financial component is at least a
deficiency.
24

•

A known or likely misstatement (including a projected misstatement) that is more than
inconsequential to the financial statements or relevant financial component is a strong
indicator of a significant deficiency.

•

A known or likely misstatement (including a projected misstatement) that is material to
the financial statements or relevant financial component is at least a significant
deficiency and a strong indicator of a material weakness.

The effects of the deficiency on the effectiveness of other controls, particularly compensating
controls, also should be considered.

Evaluating Information Technology General Control Deficiencies
General
•

Deficiencies in ITGCs are related to their potential effect on application controls.

•

ITGC deficiencies do not directly result in misstatements.

•

However, misstatements may result from ineffective application controls that depend on
ITGCs for continued effective operation.

The guidance in the following section is relevant to assessing ITGC deficiencies related to an
audit engagement or an attestation engagement in which the auditor or practitioner is reporting on
the effectiveness of internal control over a period. A practitioner reporting on the effectiveness of
internal control “as of” a specific date may reach different conclusions when assessing the
severity of a deficiency because of the differing importance of ITGCs in ensuring the consistent
operation of application controls when reporting “as of” a date.

Relationship between ITGCs and application controls. An understanding of the relationship
among (1) applications relevant to internal control over financial reporting, (2) the related
application controls, and (3) ITGCs is necessary to appropriately evaluate ITGC deficiencies.
ITGCs may affect the continued effective operation of application controls. For example, an
effective security administration function (for example, password and access controls) supports
the continued effective functioning of application controls that restrict access to a system. As
another example, effective program-change controls support the continued effective operation of
programmed application controls, such as a three-way match over time. ITGCs also may serve as
controls at the application level, for example, ITGCs may directly achieve the control objective of
restricting access and thereby prevent the initiation of unauthorized transactions.
ITGCs support the proper and consistent operation of automated application controls. Therefore,
consideration should be given to the nature, timing, and extent of the testing of related application
controls affected by the deficient ITGC, or manual controls dependent on the deficient ITGC.
ITGC deficiencies may adversely affect the continued effective functioning of application controls;
in the absence of application controls, ITGC deficiencies also may represent control deficiencies
for one or more relevant assertions.
Evaluating ITGC deficiencies. All ITGC deficiencies are evaluated using principles similar to
those in Chart 2. In all cases, an ITGC deficiency is considered by itself and in combination with
application control deficiencies to determine whether the deficiency constitutes a deficiency, a
significant deficiency, or a material weakness.
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When it is not possible for the auditor to conclude that an ITGC deficiency did not affect the
applications, the auditor should not place reliance on the effective operation over time of the
relevant applications.
If sufficient testing is performed throughout the period under audit to ensure that the ITGC
deficiency had no effect on the effectiveness of the underlying applications or data, the auditor
may be able to rely on the underlying application controls for audit purposes. Efficiency
considerations normally dissuade the auditor from a strategy of extensively testing controls to
place reliance on them when the ITGC controls are ineffective.
The auditor should follow the guidance in SAS No. XXX, Communication of Internal Control
Related Matters Noted in an Audit, and consider the severity of the ITGC deficiency and whether
the deficiency in ITGC should be reported to management and those charged with governance.
Identified application control deficiencies that relate to ITGC deficiencies
If there is a control deficiency at the application level related to or caused by an ITGC deficiency,
the ITGC deficiency is evaluated by itself and in combination with the deficiency in the underlying
application control and generally is classified as at least as severe as the identified application
control deficiency is classified.
•

A material weakness in an application control related to or caused by an ITGC deficiency
indicates that the ITGC deficiency also is a material weakness.

•

A significant deficiency in an application control related to or caused by an ITGC
deficiency indicates that the ITGC deficiency also is at least a significant deficiency.

•

An application control deficiency (that is only a deficiency) related to or caused by an
ITGC deficiency generally indicates that the ITGC deficiency is at least a deficiency.

The following box references relate to the application of the guidance in Chart 2 to ITGC
deficiencies.
Box 1. Consider the magnitude of the underlying financial statement accounts, disclosures, and
assertions that rely on the effective operation of the ITGC.
Boxes 2 and 3. Controls that effectively mitigate a control deficiency result in the deficiency being
classified as only a deficiency, absent any qualitative factors that generally indicate the existence
of a significant deficiency or a material weakness. These controls include complementary or
redundant controls that achieve the same control objective. For example, certain potential
deficiencies in security and access controls at the network level can be limited or mitigated by
effective security over applications and data at the individual-user access level.
An ITGC deficiency identified as a result of an application control deficiency indicates that other
applications that rely on that ITGC may be affected by the ITGC deficiency.
Box 4. The limitation of the severity of an ITGC deficiency to an amount less than material results
in the deficient control being classified as only a significant deficiency, absent any qualitative
factors that indicate a more severe classification.
An unmitigated deficient ITGC that fails to achieve a control objective related to applications that
affect significant accounts or disclosures often results in at least a significant ITGC deficiency.
This is because ITGC deficiencies often affect a number of applications or databases.
Box 5. Compensating controls that operate at a level of precision that would prevent or detect a
material misstatement of the financial statements or relevant financial component may support a
conclusion that the deficiency is not a material weakness.
Box 6. The following are some of the factors that should be considered in evaluating likelihood
and magnitude of an ITGC deficiency:
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•

The nature and significance of the deficiency, for example, whether the deficiency relates
to a single aspect of the program-development process or to the entire process

•

Whether the ITGC deficiency relates to applications or data for accounts or disclosures
that are susceptible to loss or fraud

•

The pervasiveness of the deficiency to applications and data, including the extent to
which controls related to significant accounts and underlying business processes are
affected by the ITGC deficiency

•

The reliance placed on ITGCs by the entity in the accounting and reporting process.

•

The number of control deficiencies at the application level that are related to or caused by
the ITGC deficiency

•

The complexity of the entity’s systems environment and the likelihood that the deficiency
could adversely affect application controls

•

The relative proximity of the control to applications and data

•

The cause and frequency of known or detected exceptions in the operating effectiveness
of an ITGC, for example, (1) a control with an observed nonnegligible deviation rate, (2)
an observed exception that is inconsistent with the expected effective operation of the
ITGC, or (3) a deliberate failure to apply a control

•

An indication of increased risk evidenced by a history of misstatements relating to the
applications affected by the ITGC deficiency, including misstatements in the current year

•

The interaction or relationship of the ITGC control with other controls; that is, the
interdependence or redundancy of controls

•

The possible future consequences of the deficiency

In evaluating deficiencies, the probability of misstatement might be different for the maximum
possible amount of misstatement than it would be for lower possible amounts.
As a result of this additional evaluation, a determination is made as to the severity of the ITGC
deficiency.
Boxes 7 and 8. When determining the classification of a deficiency, consider whether people with
general business knowledge and experience would concur with the assessment.

Evaluating Control Deficiencies in Pervasive Controls Other Than
Information Technology General Controls
General
Deficiencies in pervasive controls, such as control environment or monitoring deficiencies,
generally do not directly result in a misstatement. However, they may contribute to the likelihood
of a misstatement at the process level. Accordingly, the evaluation of a deficiency in a pervasive
control other than an ITGC is based on the likelihood that such a deficiency would contribute to
circumstances that could result in a misstatement. Quantitative methods generally are not
conducive to evaluating such deficiencies.
The following box references relate to the application of other pervasive controls guidance using
Chart 2.
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Box 1. Pervasive control deficiencies often affect multiple accounts or disclosures, thereby often
leading to a significant gross exposure as a result of the deficiency.
The circumstances identified in paragraphs 8 and 13 of SAS No. XXX should be regarded as at
least a significant deficiency and a strong indicator of a material weakness.
Boxes 3, 4, and 5. The evaluation of certain related controls could result in a judgment that the
deficient control is only a deficiency, or a significant deficiency and should be classified as such,
absent any qualitative factors that generally indicate the existence of a significant deficiency or a
material weakness. Such controls include:
•

Complementary or redundant programs or controls

•

Compensating controls within the same or another component of internal control (for
example, a governing board that closely monitors the activities of those charged with
financial reporting responsibilities

Box 6. A deficiency that has a more than remote likelihood of contributing to a more than
inconsequential misstatement is a significant deficiency.
A deficiency with a more than remote likelihood of contributing to a material misstatement is a
material weakness. Factors such as the following are considered in arriving at such a judgment:
•

The pervasiveness of the deficiency across the entity

•

The relative significance of the deficient control to the component

•

An indication of increased risk of error evidenced by a history of misstatement

•

An increased susceptibility to fraud, including the risk of management override

•

The cause and frequency of known or detected exceptions in the operating effectiveness
of a control

•

The possible future consequences of the deficiency

Boxes 7 and 8. When determining the classification of a deficiency, consider whether people with
general business knowledge and experience would concur with the assessment.

Considering and Evaluating Deficiencies in the Aggregate
In identifying the matters to be communicated to management and those charged with
governance as described in SAS No. XXX, Communication of Internal Control Related Matters
Noted in an Audit, the auditor should consider individual deficiencies and aggregations of
deficiencies that may indicate a more severe deficiency than the individual deficiencies alone.
In determining whether they collectively result in significant deficiencies or material weaknesses,
deficiencies are considered in the aggregate by significant account balance, disclosure, and
component of internal control.
Aggregation of control deficiencies by significant account balance and disclosure is necessary
since the existence of multiple control deficiencies related to a specific account balance or
disclosure increases the likelihood of misstatement. For example, deficiencies classified using
Chart 2 are aggregated and evaluated by significant account and disclosure. Determining the
likelihood and magnitude of a potential misstatement resulting from the aggregation of
process/transaction level deficiencies requires judgment. For example, consideration should be
given to the factors that are applicable to the specific account or disclosure, such as the existence
of complementary, redundant, or compensating controls and the factors presented in the guiding
principles for Box 6 of Chart 2.
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ITGC deficiencies are evaluated in conjunction with application controls ITGC deficiencies and
their potential effect on the reliability of applications during the relevant engagement period. The
following principles are applicable when evaluating these deficiencies:
•

For aggregation purposes at the process transaction level, ITGC deficiencies are
considered in combination with the related application control deficiencies.

•

Consideration in the aggregate of the ITGC deficiencies may provide evidence about the
effectiveness of the control environment and therefore also should be considered in the
evaluation of the control environment, as discussed below.

•

As described in the guiding principles regarding ITGC control deficiencies, consideration
of factors may result in ITGC deficiencies being classified as a significant deficiency.

All other pervasive deficiencies are aggregated and evaluated by relevant internal control
component (for example, control environment, risk assessment, information and communication,
and monitoring). Determining the likelihood and magnitude of aggregated deficiencies by
component requires judgment. For example, consideration should be given to the applicable
factors for the specific component, such as the existence of complementary, redundant, or
compensating controls, and the factors presented in the guiding principles.
Aggregation by the control environment, risk assessment, information and communication, and
monitoring components of internal control is more difficult and requires judgment. For example,
unrelated control deficiencies in various internal control components could lead to a conclusion
that there is a significant deficiency or material weakness in the control environment or monitoring
components.
When evaluating the significance of deficiencies in the aggregate, consideration should be given
to whether people with general business knowledge and experience would conclude that, in
combination, deficiencies within a significant account, disclosure, or component of internal control
would result in a significant deficiency or a material weakness.
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Terminology
Adjusted exposure. Gross exposure multiplied by the upper limit deviation rate. (See definition
of upper limit deviation rate, below.) This concept is generally only relevant where samples are
designed that result an exception rate, such as in a sample of controls over transactions at the
process level. Assessments of the effectiveness of some information technology general controls
(ITGC) and some other pervasive controls are not well suited to use the adjusted exposure
concept in the evaluation of the severity of a deficiency. The analysis of such deficiencies
generally utilizes gross exposure. (See the definition of gross exposure below).
Application controls. Automated control procedures (for example, calculations, posting to
accounts, generation of reports, edits, control routines) or manual controls that are dependent on
information technology (IT) (for example, the review by an inventory manager of an exception
report when the exception report is generated by IT). When IT is used to initiate, authorize,
record, process, or report transactions or other financial data for inclusion in the financial
statements, the systems and programs may include controls related to the corresponding
assertions for significant accounts or disclosures or may be critical to the effective functioning of
manual controls that depend on IT.
Compensating controls. Controls that operate at a level of precision that would result in the
prevention or detection of a misstatement that was more than inconsequential or material, as
applicable, to the financial statements or the relevant financial component. The level of precision
should be established considering the possibility of further undetected misstatements.
Complementary controls. Controls that function together to achieve the same control objective.
Control deficiency. A deficiency in the design or operation of a control that does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent or detect misstatements on a timely basis.
•

A deficiency in design exists when (1) a control necessary to meet the control objective is
missing or (2) an existing control is not properly designed so that, even if it operates as
designed, the control objective is not always met.

•

A deficiency in operation exists when a properly designed control does not operate as
designed, or when the person performing the control does not possess the necessary
authority or qualifications to perform the control effectively.

Control objective. The objective(s) related to internal control over financial reporting to achieve
the assertions that underlie an entity’s financial statements.
Gross exposure. A worst-case estimate of the magnitude of amounts or transactions related to
the financial statements or the relevant financial component and exposed to the deficiency,
without regard to the upper limit deviation rate or likelihood of misstatement, and before
considering complementary, redundant, or compensating controls. Factors affecting gross
exposure include:
•

The financial statement or the relevant financial component amounts or total transactions
exposed to the deficiency.

•

The volume of activity in the account balance or class of transactions exposed to the
deficiency that has occurred in the current period or that is expected in future periods.
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Inconsequential. A misstatement is inconsequential if a reasonable person would conclude, after
considering the possibility of further undetected misstatements, that the misstatement, either
individually or when aggregated with other misstatements, would clearly be immaterial to the
financial statements. If a reasonable person would not reach such a conclusion regarding a
particular misstatement, that misstatement is more than inconsequential. For example, a potential
misstatement that is less than 20 percent of overall financial statement materiality, absent other
factors, may be considered inconsequential. However, a potential misstatement that is less than
20 percent of overall materiality, absent other factors, may be considered more than
inconsequential as a result of qualitative factors.
Information technology general controls (ITGCs). Policies and procedures that relate to many
applications and support the effective functioning of application controls by helping to ensure the
continued proper operation of information systems. This includes the following four basic IT areas
that are relevant to internal control over financial reporting:
•

Program development

•

Program changes

•

Computer operations

•

Access to programs and data

Material weakness. A significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that a material misstatement of the financial statements
or the relevant financial component will not be prevented or detected.
Pervasive controls other than ITGC. The general programs and controls within the control
environment, risk assessment, monitoring, and information and communication components of
internal control , including portions of the financial reporting process, that have a pervasive impact
on controls at the process, transaction, or application level.
Potential misstatement. An estimate of the misstatement that could result from a deficiency with
a more than remote likelihood of occurrence.
Redundant controls. Controls that each independently achieve the same control objective.
Remote likelihood. The chance of the future event or events occurring is slight.
Significant deficiency. A control deficiency, or combination of control deficiencies, that
adversely affects the company's ability to initiate, authorize, record, process, or report external
financial data reliably in accordance with generally accepted accounting principles such that there
is more than a remote likelihood that a misstatement of the entity’s financial statements or the
relevant financial component that is more than inconsequential will not be prevented or detected.
Test objective. The design of the test of a control activity to determine whether the control is
operating as designed, considering:
•

The nature of the control and the definition of an exception

•

The frequency with which the control operates

•

The desired level of assurance in combination with the reliability of the control, for
example, whether the control alone is designed to achieve the control objective or
whether the objective is to be achieved in combination with other controls

•

The number of exceptions expected

Upper limit deviation rate. The statistically derived estimate of the deviation rate based on the
sample results, for which there is a remote likelihood that the true deviation rate in the population
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exceeds this rate. (See the table on page 88 of the April 2001 AICPA Audit and Accounting Guide
Audit Sampling.) For example, using the table, the upper limit on the deviation rate from a sample
of 25 controls with one observed deviation is 14.7 percent using a 90 percent level of confidence
(10 percent risk) table.
When the upper limit deviation rate is used to limit the severity of a deficiency, compensating
controls should not also be used to further limit the deficiency. However, the auditor may use the
method (for example, upper limit or compensating controls) that most limits the severity of the
deficiency.
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Chart 1: Evaluating Exceptions Identified in Tests of
Operating Effectiveness

Box 1. Examine and understand the cause and
results of exceptions. Was the test objective met
(for example, was the actual deviation rate less
than or equal to the planned deviation rate)?
No
Box 2. Considering the results of management’s and
the auditor’s testing and the information obtained in
Box 1, could additional testing support a conclusion
that the deviation rate or observed exception is not
representative of the total population?

No

Yes

Yes
No
Control deficiency

Yes
Box 3. Extend testing and reevaluate.
Was the test objective met?

Negligible exception, not
a control deficiency. No
further consideration is
needed.

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Chart 2: Evaluating the Severity of Control Deficiencies
This decision tree is used to evaluate and classify control deficiencies identified from the following
sources:
• The evaluation of design effectiveness
• The tests of operating effectiveness (from Chart 1)
• Deficiencies that resulted in a financial statement misstatement detected by management
or the auditor in performing substantive test work.
• Deficiencies in ITGC in an audit
• Deficiencies in pervasive controls other than ITGC
Step 1: Determine whether a significant deficiency exists.

Box 1. Is the potential magnitude
inconsequential to the financial
statements or relevant financial
component?

Yes

No

Box 2. Are there complementary or
redundant controls that were tested
and evaluated that achieve the
same control objective?

Yes

No
No

Box 3. Are there compensating
controls that were tested and
evaluated that reduce the
magnitude of a misstatement of the
financial statements to
inconsequential?

Box 7. Would people
with general business
knowledge and
experience conclude
that the deficiency is at
least a significant
deficiency, considering
the financial
statements?

Deficiency (or
no deficiency if
redundant
controls are fully
effective)

No

Yes
Yes

No
Box 4. Is the potential magnitude less
than material to the financial
statements or relevant financial
No
component?

Step 2: Determine whether a material weakness
exists.
Yes

No

Box 5. Are there compensating
controls that were tested and
evaluated that reduce the
magnitude of a misstatement of the
financial statements to less than
material?

Yes

No

Box 6. Does additional evaluation
result in a judgment that the
likelihood of a material misstatement
of No
the financial statements or relevant
financial component is remote?

Box 8. Would people with
general business
knowledge and
experience conclude that
the deficiency is a
material weakness
considering the financial
statements?

No

Significant
Deficiency

Yes
Yes

No

Material
weakness

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Examples of Evaluating the Significance of Internal Control
Deficiencies in Various Situations
The following examples illustrate a method for evaluating the significance of internal control
deficiencies in various situations. These examples are for illustrative purposes only.

Deficiency 1: Reconciliations of Interentity Accounts Are Not Performed on a
Timely Basis
Situation 1A: Significant Deficiency. The entity processes a significant number of routine
interentity transactions on a monthly basis. Individual interentity transactions are not material and
primarily relate to balance sheet activity, for example, cash transfers between business units to
finance normal operations.
A formal management policy requires monthly reconciliations of interentity accounts and
confirmation of balances between business units. However, the entity does not have a process in
place to ensure that these procedures are performed. As a result, detailed reconciliations of
interentity accounts are not performed on a timely basis. Management performs monthly
procedures to investigate selected large-dollar interentity account differences. In addition,
management prepares a detailed monthly variance analysis of operating expenses to assess
their reasonableness.
Based on only these facts, the auditor would determine that this deficiency represents a
significant deficiency. The magnitude of a financial statement misstatement resulting from this
deficiency would reasonably be expected to be more than inconsequential, but less than material,
because individual interentity transactions are not material, and the compensating controls
operating monthly should detect a material misstatement. Furthermore, the transactions are
primarily restricted to balance sheet accounts. However, the compensating detective controls are
designed to detect only material misstatements. The controls do not address the detection of
misstatements that are more than inconsequential but less than material. Therefore, the likelihood
of a misstatement that is more than inconsequential but less than material is more than remote.
Analysis of Situation 1A Using the Deficiency Framework
Because the entity does not have a process in place to ensure that the monthly procedures are
performed, these controls were not operating, so the test in Chart 1 has been met and the auditor
proceeds to Chart 2 to assess the magnitude.
The description of situation 1A indicates that the gross exposure is more than inconsequential
(Box 1 of Chart 2). It also indicates that there are compensating controls that are effective in
limiting the possible magnitude of the deficiency; however, these controls may not be sufficiently
effective to reduce the exposure to less than inconsequential (for example, 20 percent of
materiality on a quantitative basis).
Compensating controls are first considered in Box 3 of Chart 2, and the auditor concludes that
they are not sufficient to reduce any misstatement to less than inconsequential. The auditor then
considers whether the exposure is more than material (Box 4). Since it is not, the auditor would
apply the “people with general business knowledge and experience” test (Box 8) before
concluding that the deficiency is a significant deficiency.
When applying the deficiency evaluation framework, the auditor may quantify the gross exposure
and assumed effectiveness of the compensating controls based on an analysis of the facts and
circumstances. This may facilitate the documentation of the judgments and decisions leading to
the final conclusions.
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Situation 1B: Material Weakness. The entity processes a significant number of interentity
transactions on a monthly basis. Interentity transactions relate to a wide range of activities,
including transfers of inventory between business units involving interentity profit, allocation of
research and development costs to business units, and allocation of central corporate charges.
Individual interentity transactions frequently are material.
A formal management policy requires monthly reconciliation of interentity accounts and
confirmation of balances between business units. However, the entity does not have a process in
place to ensure that these procedures are performed on a consistent basis. As a result,
reconciliations of interentity accounts are not performed on a timely basis, and differences in
interentity accounts are frequent and significant. Management does not implement any other
controls to investigate significant interentity account differences.
Based on only these facts, the auditor should determine that this deficiency represents a material
weakness. The magnitude of a financial statement misstatement resulting from this deficiency
would reasonably be expected to be material because individual interentity transactions
frequently are material and relate to a wide range of activities. Additionally, actual unreconciled
differences in interentity accounts have been, and are, material. The likelihood of a material
misstatement is more than remote because such misstatements have frequently occurred and
compensating controls are ineffective, either because they are not properly designed or are not
operating effectively. Taken together, the magnitude and likelihood of misstatement of the
financial statements resulting from this internal control deficiency meet the criteria in the definition
of a material weakness.
Analysis of Situation 1B Using the Deficiency Framework
The description of situation 1B indicates that there is no process in place to ensure that this
monthly control is performed on a consistent basis. Therefore, the control is not operating, and
the “likelihood” test in Chart 1 has been met. The auditor proceeds to Chart 2 to assess the
magnitude.
The description notes that the gross exposure is more than inconsequential (Box 1 of Chart 2).
The description also notes that there are no complementary or compensating controls. Since the
exposure is material, the auditor would continue past Box 4. In Box 6 the auditor would consider
whether other factors might limit the deficiency to a significant deficiency. Factors such as the
following are considered in making this evaluation:
•

The pervasiveness of the deficiency across the entity

•

The relative significance of the deficient control to the component

•

An indication of increased risks of error, evidenced by a history of misstatement

•

An increased susceptibility to fraud, including the risk of management override

•

The cause and frequency of known or detected exceptions in the operating effectiveness
of a control

•

The possible future consequences of the deficiency

Since none of these considerations are noted, the auditor classifies the deficiency as a material
weakness.
When applying the deficiency evaluation framework, the auditor may quantify the exposure and
assumed effectiveness of compensating controls based on an analysis of the facts and
circumstances. This may facilitate the documentation of the judgments and the decisions leading
to the final conclusions.
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Deficiency 2: Modifications of Standard Sales Contract Terms Are Not Reviewed
to Evaluate Their Effect on the Timing and Amount of Revenue Recognition
Situation 2A: Significant Deficiency. The entity uses a standard sales contract for most
transactions. Individual sales transactions are not material to the entity. Sales personnel are
permitted to modify sales contract terms. Personnel in the entity's accounting group review
significant or unusual modifications of the sales contract terms but do not review changes in the
standard shipping terms. The changes in the standard shipping terms could cause a delay in the
timing of revenue recognition. Management reviews gross margins on a monthly basis and
investigates any significant or unusual relationships. In addition, management reviews the
reasonableness of inventory levels at the end of each accounting period. There have been a
limited number of instances in which revenue was inappropriately recorded in advance of
shipment, but the related amounts have not been material.
Based on only these facts, the auditor should determine that this deficiency represents a
significant deficiency. The magnitude of a financial statement misstatement resulting from this
deficiency would reasonably be expected to be more than inconsequential, but less than material,
because individual sales transactions are not material and the compensating detective controls,
which operate monthly and at the end of each financial reporting period, should increase the
likelihood that a material misstatement will be detected. Furthermore, the risk of material
misstatement is limited to revenue recognition errors related to shipping terms, as opposed to
broader sources of error in revenue recognition. However, the compensating detective controls
are designed to detect only material misstatements. The controls do not effectively address the
detection of misstatements that are more than inconsequential but less than material, as
evidenced by situations in which transactions that were not material were improperly recorded.
Therefore, there is a more than remote likelihood that a misstatement that is more than
inconsequential but less than material could occur.
Analysis of Situation 2A Using the Deficiency Framework
The description of situation 2A indicates that the entity does not have a control to review changes
in shipping terms, which is an identified risk for this business. Analysis of this design weakness
automatically by-passes Chart 1 and is evaluated as to the severity of the deficiency in Chart 2.
Management’s review of gross margins and period-end inventories are noted as compensating
controls.
The gross exposure is noted as more than inconsequential, but less than material. (This is
considered in Box 1 of Chart 2.) The effectiveness of the compensating controls is not specifically
quantified, but the description of the situation states that these controls were designed to detect
only material misstatement, thus they could not be useful in limiting the deficiency to
inconsequential (Box 3 of Chart 2).
Box 5 of Chart 2 would indicate that the severity of the deficiency may be limited to a significant
deficiency based on the compensating controls. The deficiency needs to be further considered in
the “people with general business knowledge and experience” test (Box 8 of Chart 2), before
concluding that the deficiency is limited to a significant deficiency.
Even though errors related to this issue were not detected in the past, this is not evidence that an
effective control is in place. The focus should be on the potential misstatement due to the control
deficiency.
When applying the deficiency evaluation framework, the auditor may quantify the exposure and
assumed effectiveness of compensating controls based on an analysis of the facts and
circumstances. This may facilitate the documentation of the judgments and decisions leading to
the final conclusions.
Situation 2B: Material Weakness. The entity has a standard sales contract, but sales personnel
frequently modify the terms of the contract. Certain modifications can affect the timing and
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amount of revenue recognized. Individual sales transactions frequently are material to the entity,
and the gross margin can vary significantly for each transaction.
The entity does not have procedures in place for accounting personnel to regularly review
modifications of sales contract terms. Although management reviews gross margins on a monthly
basis, the significant differences in gross margins for individual transactions make it difficult for
management to identify potential misstatements. Improper revenue recognition has occurred in
the past, and the amounts have been material.
Based only on these facts, the auditor should determine that this deficiency represents a material
weakness. The magnitude of a financial statement misstatement resulting from this deficiency
would reasonably be expected to be material because individual sales transactions are frequently
material, and gross margin can vary significantly with each transaction (which would make
compensating detective controls based on a reasonableness review ineffective). Additionally,
improper revenue recognition has occurred, and the amounts have been material. Therefore, the
likelihood of material misstatements occurring is more than remote. Taken together, the
magnitude and likelihood of misstatement of the financial statements resulting from this internal
control deficiency meet the definition of a material weakness.
Analysis of Situation 2B Using the Deficiency Framework
The description of situation 2B indicates that the entity does not have procedures in place for
accounting personnel to regularly review modifications of sales contract terms, an identified risk
for this business. Analysis of design weaknesses bypasses Chart 1 because they automatically
meet the criteria for a deficiency in Chart 1 and are evaluated as to severity in Chart 2.
Management’s review of gross margins and period-end inventories are noted as compensating
controls, but the variations in gross margin due to changes in contract terms render them
ineffective in detecting material error.
The gross exposure is noted as more than inconsequential. (This is considered in Box 1 of Chart
2.) The effectiveness of the compensating controls is not specifically quantified, but the
description indicates that they might not even be effective in detecting material misstatement (Box
3 of Chart 2, and then Box 5 of Chart 2).
In Box 6 of Chart 2 the auditor would consider any other factors that would influence the
assessment of the deficiency; if there are none that are significant, the auditor would assess this
deficiency as a material weakness.
The entity’s past experience with this issue provides evidence that the exposure resulting from
the absence of a control is material. Although the focus of the assessment of the control
weakness should be on potential misstatement resulting from the absence of this control, that
potential can rarely be limited to less than the observed exposure based on past, actual
misstatement.
When applying the deficiency evaluation framework, the auditor may quantify the exposure and
assumed effectiveness of compensating controls based on an analysis of the facts and
circumstances. This may facilitate the documentation of the judgments and decisions leading to
the final conclusions.
Situation 2C: Material Weakness. The entity has a standard sales contract; however, sales
personnel frequently modify the terms of the contract. Sales personnel frequently grant
unauthorized and unrecorded sales discounts to customers without the knowledge of the
accounting department. These discounts are taken by customers, deducted from the amount
paid, and recorded as outstanding balances in the accounts receivable aging. Although the
amounts of these discounts are individually insignificant, they are material in the aggregate and
have occurred consistently during the past few years.
Based on only these facts, the auditor should determine that this deficiency represents a material
weakness. The magnitude of a financial statement misstatement resulting from this deficiency
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would reasonably be expected to be material, because the frequency of occurrence allows
insignificant amounts to become material in the aggregate. The likelihood of a material
misstatement of the financial statements resulting from this internal control deficiency is more
than remote (even if the entity fully reserved for the uncollectible accounts) due to the likelihood
of material misstatement of the gross accounts receivable balance. Therefore, this internal control
deficiency meets the definition of a material weakness.
Analysis of Situation 2C Using the Deficiency Framework
Because of the missing controls, the likelihood of material misstatement of the financial
statements resulting from this internal control deficiency is more than remote, and the analysis of
the deficiency passes to Chart 2 to assess the severity.
The gross exposure is noted as material in the aggregate, and no complementary, redundant, or
compensating controls are noted. Thus the control deficiency passes through Boxes 1 through 5,
and on to Box 6 in Chart 2, where any other relevant factors are considered. None are noted.
Thus, this deficiency is considered a material weakness.
The auditor may quantify the exposure and assumed effectiveness of compensating controls
based on an analysis of the facts and circumstances when applying the deficiency evaluation
framework. This may facilitate the documentation of the judgments and decisions leading to the
final conclusions.

Deficiency 3: Information Technology General Control Deficiency – Security and
Access
The entity has an Internet connection that enables sales personnel to communicate sales
information back to the company on a timely basis, and use selected entity applications, such as
time and expense reporting. Access through the Internet is restricted to selected applications that
are necessary for the users’ purpose. An assessment of the password and firewall protection
indicates an effective design to prevent unauthorized third-party access.
However, the entity provides a standard software platform image3 on the workstations of all
employees connected to its internal network. There is password protection at the network level.
The image includes all of the accounting software packages used.
No issues have been reported relating to internet or internal network security or access controls.
Situation 3A: Not a Deficiency. The entity uses an effective application-level password system
that permits access to application level programs and data only to authorized individuals. Based
on an analysis of personnel duties and their access, the auditor assesses, supported by
observation, inquiry, and an examination of some evidence, that the access and security control
design is appropriate to achieve both segregation of duties and effective security and access
control.
Analysis of Situation 3A Using the Deficiency Framework
Neither management nor the auditor has identified any design or operating deficiencies related to
the Internet access of sales personnel.
The use of a standard software platform image that lists all accounting applications and data
sources (rather than only the applications and data available to the specified user) is a potential
security and access ITGC deficiency. However, the implementation of effective application and
data level security that restricts access to only authorized persons is considered a sufficiently
strong control to achieve the control objective (Box 2).

3

Every computer lists the same software application options.
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Situation 3B: Material Weakness. Neither management nor the auditor has identified any
design or operating deficiencies related to the Internet access of sales personnel.
However, the network does not control access to applications once the user has logged in.
Access to all accounting software and data is available to all employees from all employee office
workstations. The honesty of employees and the perceived lack of competence of unauthorized
individuals to initiate and authorize transactions or change data in the system (because they have
not received training) has been the chief source of comfort to management regarding the risk of
fraud or loss. Management also has taken comfort from the lack of any detected problems to
date.
Analysis of Situation 3B Using the Deficiency Framework
Based on the fact pattern, from an ITGC perspective, this situation would be considered a
material weakness because control over access to the internal network system is ineffective in
preventing material misstatement or fraud. Also, there is no application level security. An
unauthorized individual could initiate and process a transaction within the system. The entity did
not identify any compensating controls (Boxes 2 and 3) that would limit the severity of the
weakness to less than materiality.
This weakness would preclude the auditor from concluding that ITGC was effective for purposes
of relying on the continued operation of application controls during the period. Ineffective security
and access controls could permit an individual to modify accounting applications or data and then
disguise the change to escape detection. This weakness should be reported as indicated in SAS
No. XXX.
The fact that no issues have been identified regarding this matter is not relevant in its
classification for audit purposes as a material weakness. The “could” factor would indicate its
appropriate classification as a material weakness.

Deficiency 4: Information Technology General Controls - Lack of a Formal Process
for Changes in Application Controls
The entity lacks a formal documented process to ensure that changes in programs that relate to
accounting systems and functions are authorized and implemented effectively, including
appropriate testing of the changes. The entity does not rely on any spreadsheets for accounting
functions, and all transactions are processed directly through the accounting software.
Situation 4A: Not a Deficiency. The entity uses only packaged software applications, as its
accounting needs are very simple. The packaged software systems used do not have functions
that enable the entity to modify the software.
Analysis of Situation 4A Using the Deficiency Framework
The “change control” element within the ITGC environment is not relevant to this entity, since the
software cannot be modified. Thus, the lack of a formal change control function is not currently
considered a deficiency relative to this company.
Situation 4B: A Significant Deficiency. The entity’s accounting and financial reporting related
application software is relatively sophisticated and permits customization by the entity. Each year,
a number of changes are made to the software to improve performance or respond to the
changing business needs of the entity. Although change control procedures and controls do exist,
and qualified programmers seem to be used, tests and past experience indicate that these
controls are not working at a high level of reliability, and several inconsequential errors were
detected in the current year that were traced back to change control problems.

40

Analysis of Situation 4B Using the Deficiency Framework
The existence of change control related issues (Chart 1) indicates a change control deficiency of
some magnitude. Analysis of the potential severity of the deficiency indicates that there are
compensating controls at the user and monitoring levels (Boxes 2, 3 and 5) that are effective in
limiting the severity of the deficiency to less than materiality. These controls were effective in
detecting the issues identified in the current period.
Even though the identified deficiencies were inconsequential, the auditor is unable to conclude
that issues greater than inconsequential do not exist, and that they would be detectable on a
timely basis by the compensating controls. Thus, the auditor assesses this deficiency as a
significant deficiency, and considers that fact when determining the extent of reliance the auditor
can place on the change controls for audit purposes. SAS No. XXX provides guidance on
reporting significant deficiencies.

Deficiency 5: Aggregation of Several Deficiencies
Situation 5A: Material Weakness. Management and the auditor of XYZ entity agree that
based on the context in which the following deficiencies occurred, they individually
represent significant deficiencies:
•

Inadequate segregation of duties over certain information-system access controls.

•

Several instances of transactions that were not properly recorded in subsidiary
ledgers; the transactions were not material, either individually or in the aggregate.

•

A lack of timely reconciliation of the account balances affected by the improperly
recorded transactions.

Based on only these facts, the auditor should determine that the combination of these
significant deficiencies represents a material weakness. Individually, these deficiencies
were evaluated as representing a more than remote likelihood that a misstatement that is
more than inconsequential, but less than material, could occur. However, each of these
significant deficiencies affects the same set of accounts. Taken together, these significant
deficiencies represent a more than remote likelihood that a material misstatement could
occur and not be prevented or detected. Therefore, in combination, these significant
deficiencies represent a material weakness.
Analysis of Situation 5A Using the Deficiency Framework
Guidance on the aggregation process is provided in the section of the framework titled
“Considering and Evaluating Deficiencies in the Aggregate.” That guidance indicates that
deficiencies should be aggregated by account and by internal control component.
In this case, since the multiple significant deficiencies relate to the same accounts, the auditor
considers that, in the aggregate, they constitute a material weakness.
The auditor uses judgment to assess whether significant deficiencies aggregate to a material
weakness based on the facts and circumstances of each case. This example should not be
interpreted to imply that a specific number of significant deficiencies always results in a material
weakness.
Situation 5B: Material Weakness. During its assessment of internal control over financial
reporting, management of a financial institution identified deficiencies in the design of controls
over the estimation of credit losses (a critical accounting estimate); the operating effectiveness of
controls for initiating, processing, and reviewing adjustments to the allowance for credit losses;
and the operating effectiveness of controls designed to prevent and detect the improper
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recognition of interest income. Management and the auditor agree that, in the overall context,
each of these deficiencies individually represents a significant deficiency.
In addition, during the past year, the entity experienced a significant level of growth in its loan
balances that were subjected to controls governing credit-loss estimation and revenue
recognition; further growth is expected in the upcoming year.
Based only on these facts, the auditor should conclude that the combination of these significant
deficiencies represents a material weakness because:
•

The balances in the loan accounts affected by these significant deficiencies have
increased over the past year and are expected to increase in the future.

•

This growth in loan balances, coupled with the combined effect of the aforementioned
significant deficiencies, results in a more than remote likelihood that a material
misstatement of the allowance for credit losses or interest income could occur.

Analysis of Situation 5B Using the Deficiency Framework
Guidance on the aggregation process is provided in the section of the framework titled
“Considering and Evaluating Deficiencies in the Aggregate.” That guidance indicates that
deficiencies should be aggregated by account and by component of internal control.
In this case, since the multiple significant deficiencies relate to the same account and include a
critical accounting estimate, the auditor concludes that, in the aggregate, they constitute a
material weakness. The description of situation 5B also notes the consideration of the “possible
future consequences of the deficiency” in Box 6 of Chart 2. Growth in the account increases the
likelihood of material misstatement.
The auditor uses judgment to assess whether significant deficiencies aggregate to a material
weakness based on the facts and circumstances of each case. This example is not meant to
imply that a specific number of significant deficiencies always results in a material weakness.
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